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Abstract This paper investigates the application of
Security Threat Discovery Cards (STDCs) for iden-
tifying security risks in quantum sensing technolo-
gies within port security contexts. With the advent of
quantum technologies, organizations and stakeholders
face the challenge to explore and assess the impact of
the applications these technologies will bring. This
exploration faces the perceived incomprehensibil-
ity of quantum technologies, and suggests a prelimi-
nary step aimed at understanding these technologies.
Our results suggest that organizations and companies
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considering the application of quantum technology
can skip this preliminary step and independently
identify their main risks of quantum applications
in a nuanced manner. Our case is an exploration of
quantum sensing application by Port security person-
nel with the STDCs. The research consisted of two
independent empirical studies: a workshop with Port
of Moerdijk personnel using STDCs and semi-struc-
tured interviews with security experts. The compara-
tive analysis of the findings from these studies dem-
onstrates the STDCs’ efficacy in revealing with the
Port’s personnel assessment of nuanced risks beyond
the experts’ foresight. For example, the interviews
with experts raised concerns regarding governance,
ethical implications, and the human factor in quan-
tum technology integration. The workshop with per-
sonnel not only suggested similar concerns but also
uncovered additional risks, including socio-technical
threats and broader societal impacts.

Keywords Quantum Sensing Technologies -
Security Threat Discovery Cards - Port Security -
Risk Assessment - Socio-technical Threats

Introduction
In the early 20" century, the emergence of quantum
theory provided the foundations on which existent

technologies could springboard into more modern,
familiar technologies. The vacuum tube was quickly
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replaced by the more reliable and efficient transistor,
a commonplace component that marks many contem-
porary systems [10]. However, this first revolution in
how quantum mechanics can be used to create new
technologies was limited by our understanding of
the theory of quantum mechanics that was, and still
is, evolving. We now find ourselves at a new frontier
of how quantum mechanics can be harnessed to ever
greater degrees of precision, where the technologies
exist in delicate quantum states, like in quantum com-
puting (e.g., Gyongyosi and Imre 2020), or how quan-
tum mechanics can manipulate matter at the level of
particles, like lasers (e.g., [18]. This appropriation of
quantum mechanics to develop new technologies has
been termed ‘the second quantum revolution’ [4].

Not only academics, but also industry leaders and
defense sector specialists have understood the poten-
tial value of harnessing quantum mechanics directed
at improving current technologies and developing
novel technologies, given the surge in investment in
the burgeoning quantum sector [8, 19]. This hype
towards channeling quantum mechanics for the pur-
poses of driving technological innovation has like-
wise sparked concerns over the ethical, legal, eco-
nomic, and social implications that these quantum
technologies may have [12, 25]. However, correctly
addressing these concerns poses a challenge given the
nascent state of these technologies as well as a lack
of examples of how these technologies go wrong in
real-world contexts. At the same time, where lies the
problem lies also the solution. The early stages of the
development of these quantum technologies provide
us with the opportunity to construct the scaffolding
on which risks and consequent mitigation strategies
can be identified and operationalized [13].

Identifying the risks that may come with quan-
tum technologies requires overcoming two chal-
lenges. The first is that applications are not yet well-
developed thus obstructing detailed analyses of their
impact. The second is that quantum technologies are
often perceived as incomprehensible because of the
enigmatic nature of the underlying quantum mechan-
ics, thus making stakeholders shy away from analyz-
ing applications. These challenges suggest that before
engaging in projects to identify the risks, quantum
technologies have to develop into concrete applica-
tions, and second, an effort should be made to make
quantum technologies comprehensible to all stake-
holders [23]. In this paper, we take another approach

@ Springer

to these challenges and explore the possibilities for
identifying risks of quantum technologies applica-
tions when these applications are described in generic
functional terms. At the same time, the precise tech-
nical and quantum-mechanical details of this func-
tioning are black-boxed. Moreover, to increase the
adoptability of the tool, we explore the possibility of
applying the principle of subsidiarity' to the identi-
fication protocol with personnel of organizations
or companies that are considering adopting these
applications, thus enabling such organizations and
companies to carry out the risk identification them-
selves. The Dutch Centre for Quantum and Society”
has already launched such self-help tools for getting
ready for the emergence of quantum technologies,
such as the Exploratory Quantum Technology Assess-
ment method.> More tools are welcome, given the
expected wide dissemination of these technologies.
This paper investigates the use of Security Threat
Discovery Cards (STDCs) to identify security risks
associated with quantum sensing technologies in the
context of port security. The challenge lies in that
quantum technologies are often perceived as too com-
plex and incomprehensible, which can hinder stake-
holders from fully engaging in the risk assessment
process. To address this, the STDCs offer a novel
approach that allows stakeholders to explore secu-
rity risks without needing to delve into the technical
intricacies of quantum mechanics. Through two inde-
pendent empirical studies—a workshop with person-
nel from the Port of Moerdijk and semi-structured
interviews with security experts—this paper explores
how STDCs can facilitate the identification of
nuanced risks, including governance, ethical implica-
tions, and socio-technical threats. The results suggest
that STDCs enable organizations and companies to

! The principle of subsidiarity is a political and social phi-
losophy that suggests that matters ought to be handled by
the smallest, lowest, or least centralized competent authority.
Originating from Catholic social teaching, this principle is
grounded in the belief that decisions should be made as close
as possible to the grassroots level, allowing for greater partici-
pation, accountability, and responsiveness to the needs of the
community. This approach ensures that decisions are made by
those most affected by them and who have the best understand-
ing of the local context, fostering a sense of empowerment and
efficiency.

2 https:/quantumdelta.nl/society-application
3 https://issuu.com/quantumdelta.nl/docs/eqta_-_english_versi
on
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independently assess the risks of quantum technology
applications in a comprehensive and nuanced manner,
even in the absence of detailed technical knowledge.

The first part of this paper outlines the value sensi-
tive design (VSD) approach to technology design and
its application in security threat discovery. The sec-
ond part details the methodology of using STDCs for
risk assessment in quantum sensing applications. The
third section presents the findings from the empirical
studies, demonstrating the efficacy of STDCs in sur-
facing security risks. The final section discusses the
implications of these findings and provides a prelimi-
nary taxonomy of security risks associated with quan-
tum sensing, along with recommendations for future
research.

The primary contribution of this paper is a struc-
tured assessment STDCs as a tool for identifying
security risks in the context of quantum sensing tech-
nologies. Rather than merely applying STDCs, this
study evaluates their effectiveness in enabling stake-
holders to recognize security risks independently
without requiring deep technical expertise in quantum
mechanics. By integrating conceptual and empirical
investigations, we illustrate how STDCs serve as a
practical framework for surfacing governance, ethi-
cal, and socio-technical risks, thereby offering a repli-
cable approach for future quantum technology assess-
ments. The outcomes of the workshop and interviews
were not only of value in testing the efficacy of the
STDCs cards for subsidiary exploration of security
risks that may come with emerging technologies;
they also identified such risks. This paper therefore
can also outline a preliminary taxonomy of risks that
emerge from the use of quantum sensing, in particu-
lar, related to the impact on stakeholders, as well as
the reasons, resources, and motivations that could
underline adversarial risks to the security of quantum
sensing systems.

The first part of this paper outlines the VSD
approach to technology design, highlighting its
strengths and methods. The second part looks at the
STDC toolkit, in particular, discussing how it can
be appropriated and applied to quantum sensing to
uncover security risks. The third section engages in
a conceptual investigation to determine what the cur-
rent scholarship highlights as the main security issues
with quantum sensing. This conceptual investigation
is paired with an empirical investigation during which
the STDCs were used in a stakeholder event with the

Port of Moerdijk authorities as well as independent
port security experts to determine the additional risks
that could be found with the STDCs. The final section
outlines and discusses a taxonomy of security risks
discovered in the activity, lists the benefits and short-
comings of employing the STDCs for security threat
discovery, and highlights some avenues for poten-
tially fruitful future research.

Value Sensitive Design

As this paper explores the security threats associated
with quantum sensing technologies, the adoption of a
VSD framework emerges as a pivotal strategy. VSD,
with its inherent focus on human values of ethical
concern, offers a comprehensive approach to antici-
pate and address the multifaceted security concerns
that quantum sensing technologies present [21]. This
design approach is especially relevant given the com-
plex and far-reaching implications of these technolo-
gies on various stakeholder groups. In an era where
quantum advancements are rapidly evolving, VSD
provides a structured methodology to ensure that ethi-
cal, societal, and security considerations are not just
afterthoughts but integral components of technology
design. By employing the VSD framework, this paper
aims to unravel the nuanced interaction between
quantum sensing technologies and their societal
impacts, offering a proactive stance in identifying and
mitigating potential security risks.

VSD is philosophically predicated on what is
called the interactional stance on technology [6].
Historically, technology has been construed as being
either a neutral tool (instrumentalism), as the force
which determines society (fechnological determin-
ism), or as being entirely dependent on society (social
constructivism). Instead, the interactional stance
argues that technology can be understood as all three
of those positions. This means that technological sys-
tems form a part of society that both determines and
is determined by it.

VSD originated within the field of Human-Com-
puter Interaction or HCI. Batya Friedman and col-
leagues developed the original approach from the
University of Washington. As the practice grew
more widespread, others developed it (sometimes
under somewhat different headings, such as ‘Values
at Play’ or ‘Design for Values’ [5, 22]. At the heart
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of the VSD approach is what is often referred to as a
tripartite methodology of empirical, conceptual, and
technical ‘investigations’. Whether carried out con-
secutively, in parallel, or iteratively, these investiga-
tions involve (1) empirical investigations into relevant
stakeholders, their values, and their value under-
standings and priorities,(2) conceptual investigations
into these values and their possible trade-offs; and
(3) technical investigations into value issues raised
by current technology and the possibilities for value
implementation into new designs.

VSD is a design approach that provides both a the-
ory and method to design for human values in a “prin-
cipled and systematic manner throughout the design
process” ([7], p.2). Fundamental to VSD is the focus
on the interplay of our technical and moral imagina-
tions concerning salient design features. Although
value sensitive design shares a lot of commonalities
with other approaches to design like universal design,
participatory design, and inclusive design, VSD is
characterized by at least seven structural features that
make it comparatively unique:

1. VSD is explicit in its anticipatory orientation. It
affirms the long-term impacts that technologies
have on society and aims to be proactive by cen-
tralizing human values early on and throughout
the design process.

2. VSD expands the domain of relevant values to
loci outside of the design domain. This includes
the home, cyberspace, schools, and other areas of
public life.

3. Beyond solely economic values, or the demo-
cratic values central to approaches like participa-
tory design, VSD expands the domain of relevant
values to focus on those values of moral impor-
tance.

4. VSD proposed an iterative and reflexive meth-
odology of conceptual, empirical, and techni-
cal investigations (discussed further below) that
allows it to arrive at greater equifinality over
time.

5. VSD is predicated on the interactional stance on
technology and thus affirms that both technol-
ogy and social forces exist as a dynamic inter-
play. Design then must be orientated towards this
covariance of technology and society.

@ Springer

6. VSD draws from moral epistemology and affirms
that moral values are independent of individuals’
beliefs in those values.

7. VSD rejects social or cultural relativism about
moral values and instead affirms the independ-
ence of certain moral values regardless of soci-
ocultural differences. Values like justice, well-
being, and dignity are framed as independent,
universal moral values in design [6]. Neverthe-
less, how those values are actually manifested
can be different due to the various socio-cultural
understandings of those values.

As its name suggests, VSD focuses on human val-
ues bridging the gap between design and ethics. Val-
ues are expressed and embedded in technology; they
have real and often non-obvious impacts on users and
society. Values are understood in VSD as “what a per-
son or group of people consider important in life,”
particularly those of moral importance ([7], p.56)
(Fig. 1).

As we mentioned, one of the distinguishing fea-
tures of VSD is its tripartite structure, meaning that
it is composed of three iterative and interdependent
phases or ‘investigations’: conceptual, empirical, and
technical investigations. They can be carried out con-
secutively, in parallel, or iteratively and are meant to
be in constant feedback with one another to arrive
at a salient design. Often many VSD projects begin
with conceptual investigations which aims to con-
struct working answers and definitions to questions
like “what are values?”’, “who are the stakeholders
impacted by these design choices?”, “which stake-
holder values should be supported in design and at
what opportunity cost?”, “how do we resolve value
tensions and moral overload?”, “how and why do
certain design choices impact certain stakeholder
groups?”’. Conceptual investigations are often under-
stood as the most philosophically oriented of the
three investigations. Here design teams can take up
the philosophical literature itself as a starting point
in drafting thorough working understandings of those
questions, which can then be referred to and refined
through the other two investigations.

Stakeholders are central to VSD. When we talk
about values, we beg the question: the values of
whom? VSD is unique in its distinction between two
major types of stakeholders: direct stakeholders and
indirect stakeholders. Direct stakeholders are the
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individuals and/or groups that directly interact with
the system or its output. A prominent example of
direct stakeholders would be the designers themselves
who work day-in and day-out with the system and the
system users when deployed and diffused. Indirect
stakeholders refer to all other entities affected by the
use of the system but do not directly interact with it.
Indirect stakeholders are often the class of stakehold-
ers who are overlooked in the design of systems. For
example, nuclear energy plants have been designed
with many direct stakeholders in mind (e.g., energy
companies, governments who need to meet sustain-
ability goals, and individuals looking for competitive
energy pricing). However, the indirect stakeholders,
like nonhuman animals and the surrounding ecosys-
tems that the eventual waste might impact, are often
not accounted for. But recall that VSD is also tempo-
rally sensitive. This means that stakeholder groups
can change over time. Those very same entities that
are direct stakeholders today can also be considered
indirect stakeholders when designing for multiple
generations. If we take the same example, the design
of nuclear power implicates companies, governments,
and people who need to manage the nuclear waste
over many generations.

Security Threat Discovery Cards

One of the seventeen noted tools that fall within the
rubric of the VSD approach is Envisioning Cards™.
The Envisioning Cards™ are a set of 32 cards that
fall into four different suits: (1) Stakeholders, (2) Val-
ues, (3) Time, and (4) Pervasiveness. The cards were
designed to raise awareness of long-term and systemic
issues in design and are built on more than two decades
of value sensitive design research [3],cf. [15].

The Envisioning Cards™ are a general tool not
geared toward any specific technology or design pro-
gram. They can be used in various contexts without
any rigid guidelines, thus permitting their use to be
modified and appropriated to those contexts. Still,
there are certain ethical, social, and legal issues that
emerge as a consequence of the particulars of tech-
nology, thus requiring targeted attention to determine
the risks, issues, stakeholders, etc., of that technol-
ogy. Concerning quantum technologies and security
issues raised by those technologies, this is a primary
example. In response to security issues more broadly,

@ Springer

Denning et al. [3] developed a target set of cards that
are intended to help security specialists, designers,
and other stakeholders think about computer security
threats. The STDCs, which are a deck of 42 cards, are
categorized into four dimensions (suits): (1) Human
Impact, (2) Adversary’s Motivations, (3) Adversary’s
Resources, and (4) Adversary’s Methods (see Fig. 2).
Like the Envisioning Cards™, the STDCs have tem-
plate cards for those who wish to make their own
for their specific domain of use.* Originating from
the realm of computer security, STDCs offer a struc-
tured and comprehensive framework for uncovering
potential risks and vulnerabilities. Their categori-
cal approach is particularly suited to the multifaceted
nature of quantum technologies. These technologies,
while groundbreaking, introduce complex security
challenges that traditional assessment tools may not
fully capture. The adaptability and depth of the STDCs
allow for a nuanced exploration of these challenges,
ensuring that potential threats are not only identified
but also thoroughly understood in the context of their
impact on both direct and indirect stakeholders.

The STDCs can be used for a wide range of pur-
poses and in a wide range of contexts. For example,
the cards could be used by students to learn about
security threats, by professional software and hardware
developers for training and to surface threats in system
design, and by project teams to communicate about
potential security threats with management and others.
The creators offer two step-by-step activities for using
the cards both in an educational and training context,
with seven different tools for extending those activities.

These STDCs provide the perfect starting point for
discovering security threats that emerge as a conse-
quence of the introduction of quantum technologies
within the domain of computing. The following sec-
tion discusses and engages in the Multi-Dimensions
of Threat Discovery activity to determine the threats
of these quantum technologies in computing.

Multi-Dimensions of Threat Discovery Using
Security Threat Discovery Cards

The Multi-Dimensions of Threat Discovery (MDTD)
activity aims at having participants consider a specific
system. With that system in mind and using the entire
card deck, participants explore card combinations from

4 https://securitycards.cs.washington.edu/cards.htm]
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different dimensions to surface possible threats to the sys-
tem. In doing so, they are encouraged to explore which
combinations of cards surface critical threats, which
combinations surface surprising threats, and which
threats are most relevant overall. In completing the activ-
ity, participants should be able to identify (likely) direct
and indirect stakeholders in the system, be able to argue
how a compromised system might negatively impact
direct or indirect stakeholders, and be able to identify at
least 3 security threats that are relevant to the system.

Setup

A specific (hypothetical) system is presented to par-
ticipants for analysis (i.e., a scenario). At this point, the
system is merely described with no security analysis.

Break into groups

Participants are encouraged to work in collaborative
groups of 4+ during which the research team func-
tions in an observatory role. At this point, participants
are asked to familiarize themselves with the card
dimensions and the general format of the cards. Par-
ticipants should read at least one card in each dimen-
sion in its entirety.

Threat Surfacing Activity

Identify Direct and Indirect Stakeholders (5
min) Participants are asked to sort the cards within
each dimension in the order of relevance to the sys-
tem under analysis.

Identify Human Impacts (7 min) Using cards in
the Human Impact dimension, groups are asked to
identify ways that the system could potentially be
used or abused to impact direct and indirect stake-
holders negatively.

Threat Surfacing Task: Multi-Dimension Com-
binations (10-15 min) Groups are given time
to explore potential threats to the system, where a
threat is defined as a potential action from an adver-
sary. Groups are asked to consider a series of threats
by (randomly or purposefully) selecting sets of
cards; these sets should contain cards from at least
two different dimensions (e.g., Adversary’s Moti-
vations and Adversary’s Resources, or Adversary’s

@ Springer

Resources and Adversary’s Methods). Groups are
asked to discuss which 3 threats to the system are
the most relevant to the system. Participants are
informed that there is no “right” or “wrong” order-
ing. Participants may interpret “relevance” differ-
ently - for example, the realism of the attack attempt
vs. the likelihood of attack success vs. the effect of
a successful attack. The important aspect of ‘rel-
evance’ is to be able to explore and articulate what
makes the different threats more or less relevant.

Report Back

Participants are asked to present their identified stake-
holders, the human impacts that might be impacted
by system compromise, threats that they identified to
the system, and the security and privacy risks with the
chosen technology. Finally, participants are asked if
any of the issues they identify are surprising to them.

Conceptual Investigation

In order to determine what (potentially) novel secu-
rity issues may arise from quantum technologies, this
paper presents a taxonomy of security issues as they
are presented within the literature. The taxonomy
(Fig. 3) is categorised both by type of quantum tech-
nology as well as the associated security risks split by
domain, in this case: the issues particular to civil and
defence domains. The taxonomy covers three broad
quantum technologies: (1) quantum internet,> (2)
quantum computing,® and (3) quantum sensing.

In order to determine the relevant security threats,
both in civil and defence domains, concerning the
realistic future application of quantum technologies,
this paper employed the literature review approach
proposed by Randolph [14].

3> Quantum key Distribution (QKD) is already tested on quan-
tum internet links, and possibly already operational; direct
transmission of larger amounts of information is not realistic in
the near future.

® Breaking standard encryption with quantum computers is
possible if they can house millions of qubits, and that will take
some time. There is doubt about whether quantum computing
can be used for faster big data analysis because the speed up of
quantum computing may be annulled by longer times to trans-
form the data in quantum format.
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Keywords

An iterative abductive process was necessary to iden-
tify relevant keywords. The process began with creat-
ing a prima facie list of potentially relevant keywords.
Next, sources using those keywords were identified
iteratively. Keywords were then modified based on
the relevance of these sources. Sources that were
too specific were reviewed in-depth for relevance,
while overly general sources were reviewed based on
sources that cited them. To ensure the quality and rel-
evance of the selected literature, we selected 2 static
keywords and 3 variable keywords that were used
either independently or together in some combination
(see Supplementary File 1).

Research Coverage

The coverage of this literature is an “exhaustive
review with selective citation” (in [2] as cited by [14].
The aim was to formulate a comprehensive list of
scholarly articles relevant to “security risks of quan-
tum technologies.” Given the relative novelty of the
subject, there are a restricted number of available
sources (i.e., [11, 16]). Many of the sources focused
more on the technical aspects of these technologies,
without an explicit or in-depth discussion of the rel-
evant security issues involved. This review, rather,
focuses on the broader security threats of quantum
technologies that are explicitly mentioned in the
existing literature.

Inclusion and Exclusion Criteria

Given the number of technical sources discussing
these topics that may be of relevance, but only in an
ancillary way. This paper narrows down the scope of
inclusion to sources that best convey both the history
and state of the art. It must also selectively exclude
sources that may be redundant or less-than-relevant.
The following list of criteria for inclusion/exclusion is
informed by Randolph [14]:

1. Only English sources;

2. Only publications in academic journals, books,
PhD theses, and reports from both government
and NGO institutions;

3. Only sources from PhilPapers, the Association
for Computing Machinery (ACM), the Institute

of Electrical and Electronics Engineers (IEEE),
and Springer databases (excluding patents and
citations).

Only sources that included “quantum computing”,

“quantum internet”, “quantum sensing” AND “secu-
rity risks” in the title, abstract, and/or as keywords.7

Overview of Final Sources

The review looks at the literature from January 1990
to December 2021. We identified 78 articles, books,
theses, and reports in total. These sources are listed in
Supplementary File 2. Figure 4 below illustrates the
marked rise in the literature on quantum technologies
with their related security issues spanning the search
parameters.

These literature sources were processed using a
proprietary natural language processing (NLP) sys-
tem in order to summarize the literature for manual
review. The NLP used performed two tasks with the
literature 1) text summary and 2) topic extraction.

Text Summarisation

Text summarisation was performed starting from the
upload on a Flask server (Python) of a document in
PDF format from which only the textual content
was considered, discarding any other media, such as
images. A preprocessing phase was then carried out
in which ‘chunks’ of 1000 tokens each were consid-
ered, meaning that sentences that did not exceed the
maximum size that can be used by the transformer
model used were excluded [17], see also [24].

Topic Extraction

Topic Extraction is carried out with an LDA (Latent
Dirichlet Allocation) model, which is a generative sta-
tistical model particularly useful for extracting topics
from a text (e.g., [9]. Also, in this case, there was a
preprocessing phase in which words that were not
considered useful (stop words), punctuation, and POS

7 Boolean search strings using the keywords ensured fidelity
in the results. Relevance weights of a value of ‘3’ were used
(the keyword must appear at least three times among the search
domain parameters) to increase the probability of relevant
results; see Supplementary File 1.
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Literature on Quantum Security Issues from 1990 to 2021

2002
2003
2004
2005

® Quantum Computing

Fig. 4 Quantum Security issues Literature spanning 1990 to 2021

(Part Of Speech) of little relevance were removed from
the source text, keeping only adverbs, nouns, verbs,
and adjectives. Finally, the remaining words (the rele-
vant ones) were lemmatized, i.e. the basic form is con-
sidered (Ex: ate -> eat). Finally, the set of lemmatized
sentences was passed to the LDA model, which out-
putted a generation of topics (see Supplementary File
3). Each topic generated was characterized by a large
number of words in order of significance.

While the conceptual investigation provided a
structured understanding of the ethical, social, and
governance challenges inherent in quantum sens-
ing technologies, it is crucial to validate these con-
cerns through empirical research. The application of
STDCs within a real-world setting allows us to test
whether these conceptual concerns are recognized
by security practitioners and how they manifest in
practical scenarios. This empirical investigation thus
serves as a bridge, ensuring that theoretical concerns
translate into actionable insights for organizations
looking to integrate quantum sensing technologies.

Empirical Investigation of Security Risks
in Quantum Sensing
Scenario Development

In an innovative approach to enhancing port secu-
rity, a hypothetical scenario involving a Quantum

Quantum Internet

2006

2021

N

Quantum Sensing

Sensing System (QSS) was collaboratively devel-
oped by our research team. This process involved
extensive research into current sensing methods used
in ports and a forward-looking projection of how
quantum sensing technologies might be integrated
in similar contexts. The scenario was designed to
reflect realistic near-future deployment possibili-
ties, supported by a detailed graphic illustration
(Supplementary File 4). The semi-structured expert
interviews conducted in this study provided further
validation of the scenario’s plausibility, ensuring its
alignment with practical considerations and techni-
cal feasibility. This scenario served as a structured
basis for evaluating potential security risks and the
applicability of Security Cards in a quantum tech-
nology environment.

Case Study Environment: the Port of Moerdijk

The Port of Moerdijk is the fourth seaport of national
importance and the second container port in the Neth-
erlands. It directly and indirectly employs more than
19,000 people. It has 5 harbor basins and is accessi-
ble via several highways connecting with the rest of
Europe. The Port of Moerdijk has already employed
smart technologies and data-driven solutions to
enhance its operations, safety, and security. For exam-
ple, all traffic and movements in the port are moni-
tored using cameras and classical sensors to imple-
ment smart capabilities such as automatic license
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plate registration, weighing of passing vehicles, and
anomaly detection. Moreover, the Port of Moerdijk
uses a cloud-based data management platform to col-
lect data about its assets and plan their inspection and
maintenance.

Scenario Description

The envisioned QSS at the Port of Moerdijk repre-
sents a breakthrough in maritime security, harness-
ing the principles of quantum mechanics. Positioned
strategically along the canals, these advanced sen-
sors form an invisible underwater security network,
intricately woven throughout the port’s expanse.
The QSS operates by detecting objects within its
range, and analyzing their composition from standard
cargo to complex structures. It meticulously records
the shapes of vessels below the waterline, discerns
objects resting on the canal bed, and traces the move-
ments of submerged entities like submarines, pack-
ages, and divers.

Furthermore, the QSS is evolving to penetrate
vessels, identifying open spaces and analyzing mate-
rials within them. While these functionalities are
still emerging and somewhat speculative, they point
towards the future evolution of the QSS. The data col-
lected by these sensors, represented as quantum bits,
is securely transmitted via dedicated quantum lines to
the port’s control tower. Here, a sophisticated quantum
computer processes this influx of information, per-
forming rapid and complex computations to interpret
the sensor data. This system, governed by the princi-
ples of quantum mechanics, ensures that only the out-
put of the quantum computer is accessible, maintain-
ing the integrity and confidentiality of data processing.

Objective

The development of this QSS scenario was strategi-
cally designed to serve two key purposes: Firstly, it
provides a realistic and tangible context to identify
potential security risks associated with advanced
quantum sensing technologies. Secondly, it acts
as a testing ground to evaluate the effectiveness of
STDCs.® By simulating a plausible quantum sensing
environment in a high-stakes setting like the Port of
Moerdijk, we aim to assess whether the STDCs can

8 See: https://securitycards.cs.washington.edu/
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effectively surface novel security risks that might
not be immediately apparent through conventional
analysis. This scenario, therefore, is instrumental in
exploring the practical applications and limitations of
STDCs in the emerging domain of quantum technol-
ogy security.

Security Threat Discovery Cards Workshop with Port
Personnel

Workshop Setup

The workshop titled “The Security Cards — Multi-
Dimensions of Threat Discovery” was designed to
unfold over a maximum duration of two hours. Its
primary aim was to engage Port of Moerdijk person-
nel in identifying potential security threats associ-
ated with implementing a QSS using the STDCs.
Eleven participants, including the Harbour Master,
law enforcement officers, security coordinators, and
security consultants to the Port, were invited by the
Harbour Master to contribute their expertise.

The workshop began with presentations to famil-
iarize participants with quantum technology, the
specific application of this technology in the port
scenario, the STDC tool, and the principles of value-
sensitive design. Participants were then divided into
two groups, each led by a moderator, to facilitate
focused discussions.

The fourth and fifth authors of this paper assumed
the moderator role. They had little to no prior knowl-
edge about port security and were not informed about
the use case scenario beforehand. This was inten-
tional to avoid moderator bias and to simulate a real-
istic context in which an organization might deploy
the STDCs with facilitators unfamiliar with the spe-
cific security domain. The moderators primarily
coordinated MDTD activities, answered participant
questions, and recorded observations throughout the
session.

The workshop followed a structured format to
ensure consistency in data collection. Participants
engaged in open-ended discussions structured by the
card categories, surfacing security risks based on
their expertise and the fictional QSS scenario. Each
group generated a written list of identified threats,
supported by verbal discussions, while moderators
took detailed field notes capturing observations and
non-verbal cues (see Supplementary Files 2 and 4).
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Data from the workshop consisted of: (1) partici-
pant-generated threat lists, (2) moderator field notes,
and (3) observational accounts of group dynamics
and interactions. These materials formed the basis
for a manual thematic analysis. The analysis fol-
lowed Braun and Clarke’s [1] six-phase methodology:
familiarization with the data, initial coding, searching
for themes, reviewing themes, defining and naming
themes, and producing the report. Three researchers
independently reviewed the group outputs and notes
to identify key categories of risk. Themes were then
collaboratively discussed and refined through team
deliberation, allowing for intersubjective agree-
ment and triangulation between data sources. This
approach enabled the identification of nuanced socio-
technical, governance, and ethical risks beyond the
surface-level content of the threat lists. No automated
analysis software was used, as the goal was to main-
tain sensitivity to context and meaning embedded in
the live workshop setting.

While qualitative software was not employed, the
use of multiple data sources, comparative cross-group
coding, and iterative discussion among research-
ers contributed to the rigor and transparency of the
analysis.

MDTD Activity Description

Participants were tasked with a series of activities to
surface potential security threats using the STDCs.
Initially, they were presented with a system descrip-
tion sans security analysis to provoke unbiased con-
sideration. Groups of three to four were then formed
to discuss and familiarize themselves with the dimen-
sions and formats of the STDCs.

The threat surfacing activity was structured into
several steps:

1. Identification of direct and indirect stakeholders
within the system.

2. Recognition of human assets at risk in case of
system compromise.

3. Exploration of potential threats through various
combinations of STDCs, with a mandate to iden-
tify and prioritize three threats deemed most rel-
evant to the system.

Participants were encouraged to interpret “rel-
evance” subjectively, considering factors like the

realism of attack attempts, the likelihood of attack
success, and the impact of successful attacks.

Workshop Findings

The workshop findings, derived from the participa-
tion of various stakeholders associated with the Port
of Moerdijk, reveal a multifaceted perspective on the
potential security threats posed by the integration of
quantum sensing technologies. This section aims to
provide a more comprehensive and nuanced account
of these findings, enhancing the understanding of
the complex security landscape that surrounds the
deployment of such advanced technologies in critical
infrastructure settings. Key threats identified by the
groups included:

o Curiosity-Driven Vulnerability Exploration: This
threat underscores the allure of new, advanced
technologies to hackers, driven by curiosity or
boredom, potentially leading to the discovery and
exploitation of system vulnerabilities. This sce-
nario emphasizes the need for continuous vulnera-
bility assessment and threat modeling to anticipate
and mitigate such risks.

e Data ownership and management concerns:
Participants highlighted the criticality of data
captured by quantum sensors, raising concerns
over ownership, control, and the secure manage-
ment of this data. The discussions pointed to the
potential attractiveness of this data to various
actors, including state and non-state entities with
malicious intentions. This threat accentuates the
importance of establishing clear data governance
frameworks and implementing robust data protec-
tion mechanisms.

e The human factor: A significant concern raised
was the potential for increased automation to erode
interpersonal relationships and heighten depend-
ency on technology. This scenario also painted a
picture of potential internal resistance or rebellion,
which could be exploited by external bad actors,
such as drug dealers, aiming to corrupt employ-
ees. Notably, this threat is not purely speculative;
employees have been made aware through exist-
ing campaigns of this vulnerability, reflecting an
extrapolation from current, acknowledged issues
with corruption and employee integrity. This
insight calls for a balanced approach to automa-
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tion, one that maintains human oversight and fos-
ters a culture of security awareness and resilience.

e Increased complexity of the overall system: lead-
ing to heightened dependencies on a narrow group
of experts. This complexity not only makes the
system harder to understand and manage but also
introduces risks related to the integrity and reli-
ability of these experts. This concern was further
elaborated with potential vulnerabilities, including
hacking, abuse of power, and physical infrastruc-
ture attacks.

Additional Threats Identified

e [Inter-Port Competition: A scenario where obses-
sion and competition between ports, such as
Amsterdam, Rotterdam, and Antwerp, could
lead to a ‘survival of the fittest’ situation, poten-
tially sidelining security considerations. It is
important to highlight that this scenario envis-
ages a ‘race to the bottom’, where ports might
too hastily introduce and adopt quantum sensing
technologies without proper due diligence, aim-
ing to ‘outsmart’ their competition. This reck-
less pace could compromise not just the security
but the integrity and reliability of the technolo-
gies employed, underscoring the need for a cau-
tious and measured approach to technological
advancements.

e Over-Dependence on External Technologies: Con-
cerns were voiced about the dependency on tech-
nology providers, particularly from geopolitical
rivals like the USA and China, which could intro-
duce vulnerabilities and dependencies.

o System Lock-In and Environmental Risks: The
potential for system lock-in, where the port
becomes overly reliant on a single technology or
vendor, and the risk of environmental incidents
escalating due to over-dependence on sensor data,
were also discussed.

The workshop highlighted the critical role of
diverse stakeholder engagement in identifying and
understanding the potential security threats associ-
ated with quantum sensing technologies. The rich
dialogue underscored the importance of consider-
ing both technical and socio-technical dimensions of
security, emphasizing the need for a holistic approach

@ Springer

to safeguarding critical infrastructure. Furthermore,
the findings illustrate the necessity of clear commu-
nication, stakeholder education, and the development
of comprehensive security strategies that address the
identified threats in a nuanced and proactive manner.
These insights underscore the importance of a multi-
disciplinary approach to security, one that integrates
technical safeguards with an understanding of human
factors and organizational dynamics.

Semi-Structured Interviews with Security Experts
Methodology

For benchmarking the findings of the workshop, the
study also employed semi-structured interviews to
gather insights from experts in port security. The
primary objective of these interviews was to form
a baseline to assess the effectiveness of the STDC
approach. The participants were selected based on
their expertise in port security in relation to technolo-
gies and familiarity with ports on the North Sea coast,
of which the Port of Moerdijk forms a part. They were
unaware of the outcomes of the STDC workshop. The
interviews were conducted on a secure online plat-
form, ensuring good audio and video quality. Partic-
ipants were given the QSS scenario in advance and
informed that the sessions would be recorded for data
accuracy. The interview guide comprised introduc-
tory remarks and a series of scenario-based, secu-
rity, value, judgment, and open-ended exploration
questions.

The semi-structured interviews were conducted
using a standardized interview guide to maintain con-
sistency across respondents. Each interview lasted
between 45-60 minutes. The research team inter-
viewer took detailed, non-verbatim notes. Manual
thematic analysis was applied to the transcripts. The-
matic analysis of the interview data followed a man-
ual coding procedure informed by Braun and Clarke’s
[1] six-phase approach. Given the semi-structured
nature of the interviews and the consistent format
of questions, the research team conducted compara-
tive coding across responses. Themes were identi-
fied through repeated readings of detailed interviewer
notes, enabling cross-case comparison. Discussions
among researchers ensured intersubjective agreement
and minimized individual coder bias.
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Findings

Experts provided varied perspectives on the QSS
and its potential impact on port security. Key themes
included:

Effectiveness and Futurism:

e FExpert I’s Perspective: This expert lauds the QSS
for its high effectiveness and views it as a beacon
of futurism in security technology. However, the
excitement is tempered by pragmatic concerns
over the financial logistics and control mecha-
nisms necessary for its implementation. This
reflects a broader discourse in technological adop-
tion, where the balance between innovation and
practicality is often delicate and fraught with chal-
lenges.

e FExpert 3’s Analysis: Contrary to Expert 1, Expert
3 perceives the QSS as a logical extension of
existing technologies, albeit with a critical eye on
the intrinsic challenges of data interpretation and
the assumptions underlying the models that power
the system. This skepticism underscores a crucial
aspect of technological evolution — the leap from
theoretical innovation to practical application is
often bridged by the robustness of underlying data
and the interpretive frameworks that govern them.

Specificity and Human Factor:

o Expert 2’s Concerns: The issue of specificity,
especially in distinguishing between divers and
dolphins, raises significant operational questions
about the QSS. This concern is emblematic of
broader challenges in security technologies, where
the precision of threat detection must be balanced
with the avoidance of false positives. Moreover,
the emphasis on the human element as a potential
weak link in security systems underscores a peren-
nial truth in cybersecurity: technology can fortify
defenses, but human behavior and integrity are
often the linchpins of system vulnerability.

Ethical and Privacy Concerns:

o Unified Expert Concerns: All experts converge on
the ethical and privacy implications of the QSS,
a testament to the growing recognition of these
issues in the deployment of advanced security

systems. The ethical dilemma of scanning human
bodies, as highlighted by Expert 2, touches on
deep-seated concerns about bodily autonomy
and the moral limits of surveillance. Meanwhile,
Expert 3’s insights into the implications of con-
stant monitoring spotlight the trade-offs between
security and privacy, a debate that is increasingly
pertinent in an era where digital surveillance capa-
bilities are expanding.

The analysis of expert opinions on the QSS
reveals both excitement and caution. While the sys-
tem promises a new frontier in port security through
its advanced capabilities, it also raises fundamental
questions about the balance between technological
advancement and ethical governance. The concerns
over specificity, human factors, and privacy under-
score the need to approach security technology more
broadly, and quantum technologies applied to the field
more specifically, with a multifaceted perspective.

Analysis

The semi-structured expert interviews conducted to
evaluate the QSS for the Port of Moerdijk provided
insights into the complex interplay of technologi-
cal innovation, security, and ethical considerations.
Through detailed analysis of these interviews, it
becomes evident that while the potential benefits
of QSS are significant, they are accompanied by a
nuanced set of concerns that warrant careful consid-
eration. The interviews highlighted several common
concerns among the experts:

e Governance and Control: Experts highlighted
the critical issue of governance and control over
the QSS, questioning who would hold authority
over the system and its data. Expert 1 empha-
sized the importance of determining whether
control should rest with the port authority, cus-
toms, or a combination thereof. The diversity
of access and the necessity for role-congruent
data usage were underscored, suggesting a lay-
ered approach to data access that aligns with the
specific needs and responsibilities of various
stakeholders. This perspective stresses the need
for a clear governance framework that delineates
authority, responsibility, and access rights within
the QSS ecosystem.
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e Human Factor in Security: The vulnerability of
the QSS to human factors, such as corruption or
hacking, was a concern shared across the inter-
views. Expert 2 pointed out that no matter the
technological sophistication of the QSS, it can-
not fully mitigate risks associated with human
actors, particularly those in positions of trust or
authority. This concern is rooted in the recogni-
tion that technology can serve as both a tool for
security enhancement and a vector for exploi-
tation, highlighting the enduring relevance of
human integrity and vigilance in the security
equation.

e Privacy and Ethical Implications: Significant
privacy and ethical issues were raised, especially
concerning the continuous and pervasive surveil-
lance capabilities of the QSS. Experts grappled
with the balance between enhanced security and
the potential for invasive monitoring, which could
lead to misuse of data or infringe upon individ-
ual rights. Expert 3’s reflections on the analogy
with current X-ray systems and the potential for
implicit consent through port entry raise important
considerations for legal and ethical frameworks
governing such technologies.

e Technology Limitations: Concerns about the
technological limitations of the QSS, particu-
larly its vulnerability to hacking and the inter-
pretive challenges posed by complex data, were
noted. The reliance on assumptions and models
for data interpretation underscores the need for
transparency and critical evaluation of the under-
lying algorithms and decision-making processes.
While quantum systems offer superior security
features, such as quantum key distribution and
quantum-enhanced cryptography, they also intro-
duce new challenges, such as potential hardware
vulnerabilities and the nascent state of integra-
tion with classical systems. As highlighted by
Expert 3, these uncertainties necessitate ongoing
research into robust security protocols and the
development of quantum-resistant cryptographic
methods to fully realize the security potential of
quantum systems.

The expert interviews underscore the multifaceted
challenges and considerations involved in imple-
menting quantum sensing technologies in port secu-
rity. They highlight the importance of addressing
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governance and control mechanisms, acknowledging
the limitations of technology in mitigating human-
centered risks, navigating privacy and ethical consid-
erations, and confronting the technological vulner-
abilities of quantum systems. These insights suggest
a cautious yet optimistic approach to the adoption of
QSS, emphasizing the need for comprehensive plan-
ning, stakeholder engagement, and continuous evalu-
ation to balance the benefits against potential risks
and ethical concerns.

Evaluation of Security Cards’ Efficacy
Comparative Analysis

In qualitative research, we understand “validation”
not in a statistical sense, but as a form of triangu-
lation—the convergence of insights across inde-
pendent data sources and methods that enhances
the trustworthiness of findings. In this case, con-
sistent themes such as governance concerns, vul-
nerability to human error or corruption, and data
ethics arose across both methods, reinforcing their
salience. However, the workshop also revealed risks
less prominent in expert interviews, such as psy-
chological responses to surveillance (“Big Brother”
sentiment), institutional rivalry between ports, over-
dependence on foreign technology providers, and
speculative threats like system lock-in and environ-
mental vulnerabilities.

These divergences underscore the complementary
strengths of the two approaches. While the expert
interviews offered in-depth operational and technical
reflections, the STDCs enabled broader socio-tech-
nical and organizational insights. Rather than using
one method to “validate” the other, we argue that the
overlap between them offers qualitative corrobora-
tion, while their differences enrich the total landscape
of risks that stakeholders must consider.

Ultimately, the findings demonstrate the capacity
of STDCs to engage non-expert stakeholders in rigor-
ous and meaningful security assessments, while also
surfacing concerns that might be overlooked in more
traditional expert-based analyses. This strengthens
the case for using participatory tools like STDCs in
early-stage risk governance for emerging technolo-
gies like quantum sensing.
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Effectiveness Analysis

The STDCs have proven effective in drawing out a
diverse array of potential security risks that extend
beyond the immediate technical and operational con-
cerns of the quantum sensing system. The structured
format of the cards, which encourages participants
to consider multi-dimensional threat scenarios, con-
tributed to identifying risks related to socio-technical
systems and broader societal impacts. Participants in
the workshop, a mix of individuals with various roles
in port security, were able to identify threats that may
not be immediately evident to security experts. This
implies that the STDCs can be a valuable tool for col-
laborative risk assessment, bringing together multiple
perspectives and expertise areas to anticipate a wider
range of potential security issues.

The efficacy of the STDCs in this context suggests
that they can be a significant addition to traditional
risk analysis methods in the realm of advanced quan-
tum sensing technologies. Their ability to facilitate
the identification of non-obvious, emergent risks is
particularly relevant given the complexity and nov-
elty of quantum technologies, where established risk
assessment frameworks may fall short. However, the
effectiveness of the STDCs also relies heavily on the
participants’ engagement and the facilitators’ ability
to guide the discussion. The diverse backgrounds of
the workshop participants suggest that the STDCs
can help bridge gaps in understanding and foster
a comprehensive security culture among various
stakeholders.

Beyond confirming that STDCs are effective
tools for identifying security risks in quantum sens-
ing applications, this study highlights potential ways
to refine and extend their use. One key insight is the
importance of tailoring STDCs to domain-specific
threats. In the case of quantum sensing, future itera-
tions of the cards could include categories explicitly
addressing quantum-specific adversarial scenarios,
such as quantum-enabled cyberattacks, sensor spoof-
ing, or privacy breaches from quantum-enhanced sur-
veillance. Moreover, this study suggests that STDCs
can be a foundational tool for broader risk governance
in emerging quantum technologies. As quantum com-
puting, quantum cryptography, and quantum sensing
develop, there is a need for proactive methodologies
that do not rely on retrospective risk assessments but
instead enable stakeholders to anticipate and shape

technological trajectories. This positions STDCs
not merely as a tool for security threat discovery,
but as a participatory design instrument that fosters
responsible futuring of quantum technologies. By
embedding STDCs within value-sensitive design pro-
cesses, organizations could iteratively refine their risk
assessment frameworks to account for both techni-
cal vulnerabilities and broader societal impacts. This
approach would align with the anticipatory ethics
movement, helping stakeholders move beyond merely
responding to risks and instead proactively shaping
responsible quantum innovation.

Limitations and Recommendations

The study’s limitations include potential biases in the
selection of the experts, of the Port of Moerdijk, and
in the selection of the participants to the workshops.
For instance, all participants were related to the Port
of Moerdijk and may share certain institutional per-
spectives. Moreover, the complexity of the STDCs’
English terminology posed a language barrier in the
workshop, since all participants were native Dutch
speakers and not familiar with the academic English
terminology used in the texts on the STDCs.

Future research should explore the application of
STDCs across different industrial and technological
contexts and global cultures to validate their universal
applicability. Additionally, further development of the
cards to include localized language options and con-
text-specific adaptations could enhance their usability
and effectiveness.

Conclusion

This paper has demonstrated the potential of Security
Threat Discovery Cards (STDCs) as an effective tool
for identifying security risks in emerging quantum
sensing technologies within port security contexts.
Through a workshop with Port of Moerdijk person-
nel and interviews with security experts, it was shown
that STDCs can help uncover nuanced risks that might
not be immediately apparent, such as socio-technical
threats and broader societal impacts. In the introduc-
tion of this paper, we identify two challenges to such
risk analysis: that applications of quantum technolo-
gies are not yet well-developed, and that quantum
technologies are often perceived as incomprehensible,
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making stakeholders shy away from analyzing appli-
cations. Our findings suggest that both challenges can
be overcome: organizations and companies consider-
ing the integration of quantum technologies can utilize
STDCs to independently identify significant security
risks early in the technology development and imple-
mentation phases without being hampered by the
quantum nature of these technologies.

The comparative analysis of the findings from
both studies highlights the STDCs’ capability to
reveal risks beyond the foresight of experts, particu-
larly when applied in a real-world context with direct
stakeholders.” This indicates that STDCs can play
a crucial role in proactive risk analysis of emerging
technologies, enabling stakeholders to develop com-
prehensive security strategies that address known and
emergent threats. In conclusion, the study affirms the
efficacy of STDCs in facilitating a nuanced and com-
prehensive understanding of security risks associated
with quantum sensing technologies. By empowering
organizations to engage in self-guided risk assess-
ments, STDCs provide a valuable tool for ensuring
the safe and responsible integration of quantum tech-
nologies. Further research should explore the broader
applicability of STDCs in other domains and refine
the tool to enhance its effectiveness across diverse
industrial and cultural contexts.
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